








Redact-It
continued from page 3

and visual presentation allowed me
to integrate the program into my
practice, without the time and cost
of formal training. I found the soft-
ware to be effective, flexible, and
most importantly, user friendly. You
don’t have to be a rocket scientist to
figure it out.

Although Redact-It certainly saved
me time, I also needed the program
to be accurate and comprehensive.
Even with the benefit of this new
electronic tool, I typically will do sev-
eral passes over the material. First, I
use Redact-It’s built-in tool for find-
ing privacy information, like Social
Security numbers. Then I search for
the actual Social Security number in
question with the text search tool to
be sure nothing was missed. Even
using two search methods, it takes
just seconds per document. Since I
still am a firm believer that there is
no substitute for the human eye, I
still perform a visual review.

IMPROVEMENTS AND ROI
Redaction errors or omissions
can have serious consequences for
the client and for the lawyer. So I
was very glad to see that Informa-
tive Graphics heard the pleas of

the legal community when they de-
veloped the latest version of their
software, version 1.1, which imple-
mented tools that make the final re-
view easier. I have just started using
this version, but there is an option
to show just a few lines of the doc-
ument at a time for a focused view.
I just click a “down arrow” to prog-
ress the view window to the next
document segment until the entire
document has been read. When I
complete this kind of review, the
program creates a log entry, along
with every other redaction function
performed. The improvements also
make it possible to record redac-
tion steps on the first document,
and to automatically apply these
same steps to other documents as
soon as they are opened. This fea-
ture makes sure nothing is missed
within the documents and it saves
even more time.

Redact-It has been huge from a
ROI standpoint, providing cost and
efficiency benefits for both my prac-
tice and my clients. On small cases,
with a few hundred documents, 1
can save several hours, which at cur-
rent hourly rates is a major plus for
my clients. In the larger cases, the
savings are even greater. This tech-
nological enabler also allows me to

focus on other more important tasks,
or better still, to take some time off.
For a one-time charge of $195, T am
saving my clients thousands of dol-
lars and improving the quality of my
practice.

Eventually, all lawyers will be do-
ing redaction electronically; but for
now, many attorneys insist on do-
ing redaction the old-fashioned way,
with markers or redaction tape, and
it's costing them and their clients’
time and money. So to those still re-
sisting technology and change and
clutching their markers and tape, I
am here to tell you that to stay com-
petitive, electronic tools are essen-
tial. The cost and time savings are
just too important to ignore.

Discovery is tedious and expen-
sive, and whatever technological tool
will get me through the process the
most quickly, without sacrificing my
objectives, is at the top of my list.
For me, Redact-It fits the bill in the
redaction arena. I am able to save
both my sanity and my time while
saving my clients’ money and in-
creasing accuracy. This helps me
to maintain competitive advantage.
Few tools at that price can do that
much for the bottom line.

—_— 0’0 J—

Data Map Process

continued from page 1

IT’s ALL ABOUT THE

(MAaP) COORDINATES

At its core, a data map is an inven-
tory of the sources of data within an
organization, the names and types
of applications or platforms that
store this data, the processes that
manipulate the data, how the data
flows within various business pro-
cesses and how this data is stored,
retrieved and accessed.

Ganesh Vednere is a manager with
a global financial service consulting
company based out of New York. He
has expertise in implementing informa-
tion and compliance programs includ-
ing e-discovery, compliance research,
records management, legal research
and program implementation. He can
be reached at gvedn@comcast.net.

Start with existing data infrastruc-
ture, record and business process
inventories. Typically, the IT infra-
structure team will have the list(s) of
system infrastructures, their locations,
business/IT owners and platform
names. The records management
team will have an inventory of the
various types of records generated
through the course of business along
with the requisite record metadata,
such as record description, owner, lo-
cation, formats and retention period.
The operations team will have a list of
the various business processes, pro-
cess descriptions, process inputs and
outputs, owners, process dependen-
cies and the applications and systems
that are used to execute the process.

Work with HR to obtain organiza-
tional charts that show the various
hierarchies, roles and responsibilities
within the organization. In addition,
the information security team can

provide a list of security and access
groups by the various applications.
Obtaining accurate and complete
inventories is always a challenge.
While it behooves organizations to
spend upfront time and resources in
ensuring that these lists are as accu-
rate as possible, the data map team
must make adequate contingency
plans to account for the errors and
omissions in the lists provided to
them.

Once existing lists and invento-
ries are obtained, the next step is to
start mapping the data types to cor-
responding applications, platforms,
owners and business processes. The
data map team also needs to con-
duct walkthrough sessions with the
various stakeholders to discuss how
the data moves from one applica-
tion/business process to another.
A data map needs to incorporate

continued on page 5

4 LJN’s Legal Tech Newsletter « www.ljnonline.com/alm?lt

September 2009



Data Map Process
continued from page 4

aspects of all data flows within an
organization. There are several ways
to perform the mapping — starting
with the infrastructure/application
list and then tying it to the business
process, records, HR and access
controls lists. Alternatively, one can
start with the business process list
and then map out the correspond-
ing data outputs, records and so
on. This is where the bulk of the
data map complexity occurs. One
option for reducing the complexity
of the mapping exercise is to pri-
oritize higher data risk areas with-
in the organization and focus on
these first and then complete the
other areas.

ARE WE THERE YET?

The following are some key lessons
learned from the data map process.

* Deploy the Right Resources.
Creating a data map requires a col-
laborative effort on the part of legal,
IT, business, operations and compli-
ance areas. It is not just a one-person
show. Legal needs to determine if the
end product is good enough for use
during litigation; IT needs to provide
relevant information about servers,
data and metadata; business and
operations teams need to provide
information on business processes;
while the compliance team provides
details on what controls have been
established on information flows.

e Apply a Methodical Process.
The process of how a data map is
created is in many instances as im-
portant as the data map itself. The
quality of the data map — and its reli-
ability — is directly dependent upon
how well the process of collecting,
collating, analyzing and classifying
the underlying data is implement-
ed. It is best to follow a consistent
framework throughout the process
and ensure that all involved teams
follow the process.

¢ Establish Reasonable Time-
frames. Setting up a time frame is
usually not an option when there is a
litigation fire drill going on, but if the
situation permits, an attempt should
be made to evaluate and establish
reasonable timeframes. For a typi-

cal mid-size organization, it is rea-
sonable to expect a timeframe of at
least a couple of months to produce
a data map, assuming the informa-
tion required is readily available and
up-to-date.

¢ Avoid Reinventing the Wheel.
Leverage any and all existing lists, in-
ventories, projects and programs for
harvesting information necessary to
the data map project. In some cases
these are not always well published or
publicized, hence some digging around
may be required to uncover what piec-
es have already been created.

¢ Apply Project Management
Techniques. By its very nature, the
data map project requires a disparate
team of representatives from various
business lines, legal, compliance, IT,
operations and so on. The only way
to keep the team working together in
a cohesive manner is to have one or
more strong project managers with
experience in large scale projects
who have gone through the program
implementation lifecycle.

¢ People Have Day Jobs Too. Most
resources allocated to the data map
project will continue to have their
“day” jobs. It is rare that a project
team will get dedicated representa-
tives from the lines of businesses and
IT. Typically, one can expect part-time
resources to be provided to support
the project. How part time it gets de-
pends on how well management has
been updated on the need and im-
portance of the data map project. The
key thing to keep in mind is not just
to have a large number of individu-
als on the project, but rather to have
the right resources on board. Quality
trumps quantity here.

¢ Use a Risk-Based Approach.
Somewhere in the middle of the
data map project, it is easy to get
lost in the sheer volume of informa-
tion that is being collated and ana-
lyzed. In most large organizations,
it is somewhat impossible to gather,
identify and tag every single piece
of information. While it is hard to
predict what kind of information
will be required to be produced
once in court, one can at least make
risk-based assumptions on the types
of data sets required and focus best
efforts on them.

¢ Use Facilitated Sessions. When
time is short and specific pieces of
information are required from the
participants, facilitated sessions may
be the way to go. It may be better
to gather managers and support staff
that work in a common business
area, assemble them in a room and
target specific questions to gather in-
formation about their specific busi-
ness process and data flows.

¢ Automated Tools. As the mar-
ketplace ramps up for e-discovery,
many players are entering the arena
with their product and service offer-
ings. Given the complexity of locat-
ing data, determining structures and
relationships it is no surprise that au-
tomated tools will eventually replace
most of the core data map process-
es. Tools can also ease much of the
manual work around collating, clas-
sifying and storing the information.

e Updates and Maintenance.
Once the data map is developed,
a process for periodic updates and
ongoing maintenance must be insti-
tuted. A data map that is outdated
does not really serve its purpose. As
business processes and systems are
updated or upgraded, the appro-
priate information in the data map
must also be updated. At the same
time, when systems are retired or
replaced, updates must be made to
the data map to reflect where and
how the data will be stored for re-
trieval at a future date. This last part
is important as there are instances
where data may not be accessible via
reasonable means and organizations
will have to demonstrate that this is
indeed the case.
CONCLUSION

Daunting as it may appear, creat-
ing a data map is a key aspect of the
e-discovery process. Organizations
must start the process of creating
one now rather than waiting until
litigation requires them to do so. A
well-developed and well-document-
ed data map will prove useful in the
long run, both from a litigation and
operational perspective. It allows
legal to support its case in court,
business to understand the types of
information it works with and IT to
have a full and complete list of sys-
tem assets.
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IT Is Dead
continued from page 2

and recovery capabilities are built
into storage systems like those from
NetApp (which can also manage
other vendors). By combining smart
systems with good firm retention
and archival policies (notably in-
clusive of litigation support), firms
have literally reduced storage needs
by over 60%.

IT Data Center. Often overlooked,
a key benefit of consolidation is the
potential to avoid or reduce costly
power and cooling upgrades.

These changes will simplify IT
operations and staffing levels to
one IT staff managing infrastructure
and PCs for approximately every
100-150 users. The upcoming re-
lease of Windows 7 and, assumedly,
better economic conditions are ex-
pected to kick-start more firms into
making these improvements over
the next 12 months.

GET A REALITY CHECK

ABoOUT OUTSOURCING

Evaluating outsourcing is uncom-
fortable for law firms. However,
rather than consider outsourcing to
be an all or nothing proposition, rec-
ognize that vendors provide a menu
of services from which a law firm
can choose (hence the term “man-
aged services” is often used). There
are a small number of legal-specif-
ic managed service providers (e.g.,
Keno Kozie, MindShift, IntelliTeach)
that can match your internal costs,
provide lower risk of failure and se-
curity breaches, and provide deeper
bench strength of IT skills than most
firms can afford.

Therefore, it is smart for a firm
to undergo a “sourcing analysis” to
compare its internal risks, service
levels and costs to those of external
vendors. At a minimum, the firm will
understand its own areas of potential
improvements. While only a minor-
ity of firms will turn core operations
over to a vendor (e.g., hosting and
managing the e-mail system), all firms
should list and scrutinize the services
provided by IT. Four areas to look at
IT for managed service opportunities
can help focus the analysis:

1.Services that are notably man-
intensive but not user facing?

2.Services that require specialist
skills, but aren’t full time?

3.Services that require 24-hour at-
tention?

4.Services that need high capital

investments?

One firm, for example, had sever-
al IT staff employed to run backups
and provide 24-hour monitoring of
the firm’s network. While one could
applaud the generosity of their mon-
itoring focus, they were able to turn
to a vendor service for about 10% of
the firm’s previous cost. And frankly,
the vendor was able to afford bet-
ter monitoring and troubleshooting
tools. Other examples include help
desk (notably after hours support),
database maintenance, Wide Area
Network monitoring, security con-
trol and disaster recovery testing.
GET MORE FROM
PRACTICE TECHNOLOGY

With IT infrastructure streamlined,
resources can be redirected to ap-
plying technology to the practice
of law. Practice technology objec-
tives include supporting the qual-
ity and profitability of legal services
to clients, while enabling lawyers
to spend more time on high-value
work and client-facing activities.

At the core of practice technology
is document and e-mail manage-
ment. Common issues are fragment-
ed client matter files (electronic and
paper files scattered across multiple
locations and applications) and dif-
ficulty finding and sharing matter
materials (lawyers and staff perform
redundant, inefficient searching and
filing activities and redundant paper
files consume unnecessary amounts
of physical space). As a result, while
good service is likely maintained, it
is done with more effort than neces-
sary while profits are undermined
and client service could be compro-
mised.

Such practice issues require a
blend of people, process/policies
and technology to address. In re-
lation to electronic matter files, an
e-records management policy and
retention schedule should serve as
guides for what is stored, where

and for how long. Software vendors
have long recognized the conver-
gence of e-mail, document manage-
ment and records management, so
companies such as Autonomy (now
owners of iManage/Interwoven) and
Recommind provide sets of tools to
support a single, unified electronic
matter file from open through close,
and effective e-mail management.

As the economy has changed,
one of the few areas in which firms
have invested more resources is in
nurturing client opportunities and
relationships. Despite investments
in marketing software, firms are un-
satisfied with their own abilities
to learn whom and what the firm
knows about clients and potential
clients. Passive technology, such as
ContactNet, mines information about
relationships from e-mail, voice sys-
tems, billing systems, etc. Such soft-
ware combines internal and external
information sources and requires no
additional effort to keep informa-
tion current. Having this “six degrees
of separation” network available at
a lawyer’s fingertips can enhance
business development and help to
strengthen client relationships.

The precedent for firms using
technology to enhance their ser-
vice delivery is unfortunately low.
The 2008 Association of Corporate
Counsel Value Challenge findings
reflect the frustration from corpo-
rate counsel on law firms’ abilities
to effectively budget, staff projects,
track fees to budget, share knowl-
edge and communicate status. Like
other areas, technology can only
play a supporting role in improving
these business functions, but there
are many simplified project man-
agement and collaborative extranet
technologies available for firms. In
a time when investing in client re-
lationships is a priority, providing
clarity on matter status can be a
firm’s strong differentiator.

One of the fastest changing aspects
to client relationships is an arrange-
ment in which a firm’s fees are based
partially on the success or satisfac-
tion of the work product. To make
such an arrangement profitable,

continued on page 8
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A Focus on Customer
Service: Legal Hold
Management at
Family Dollar

By Kevin Anderson

Family Dollar Stores is a neigh-
borhood-based convenience and
value retailer with more than 6,600
locations in 44 states, and more than
45,000 full-time employees.

As the director of litigation support,
I work with a team of 26 attorneys
and various information technology
(IT) professionals. I am the primary
driver for all e-discovery, information
life cycle management, privacy and
litigation management processes. At
any one time, Family Dollar has doz-
ens of professionals collaborating on
multiple pending cases in a variety
of fields.

COMMUNICATION BREAKDOWN:
CUMBERSOME LEGAL
HoLp PROCESS

We send out litigation holds al-
most daily to up to 400 custodians at
a time, including anyone from store
managers to senior organization of-
ficers. e-Mail is the most commonly
targeted type of data in our holds,
but we also often place holds on a
wide variety of other data, including
unstructured file network-situated
data and structured data; and we de-
cide what to hold based on the na-
ture of each case.

In developing our litigation hold
process, we had created a manual
approach to the large number of
litigation holds we managed. How-
ever, we found the process to be
very labor-intensive. When a trigger-
ing event came to our attention, we

Kevin Anderson is the Director of
Litigation Support for Family Dollar
Stores, Inc., a Fortune 500 company
based in North Carolina, where he
focuses on e-discovery, technology
and privacy issues. Anderson has
more than 18 years of experience
in the practice of law, including a
decade in private practice and eight
years of experience as in-house
counsel in the retail industry.

issued a hold notice via our corpo-
rate e-mail accounts and hard copy.
We tracked the details of each legal
hold, including reminders and hold
releases, using Excel spreadsheets.
We found this process to be lacking,
and determined we needed a “one-
stop” communication link with cus-
todians, with automated audit trails.
We also wanted to move away from
the practice of regularly using outside
counsel to handle the creation of cus-
tom legal hold notices for our litiga-
tion portfolio. We knew it was time to
rethink our legal hold process.

FINDING THE RIGHT SOLUTION

We decided that automating our
legal hold process was the best way
we could give good service to the
business people with whom we work
while also mitigating risk for the or-
ganization and reducing the time
spent on the legal hold process.

We came up with several require-
ments going into our search for an
automated solution. First, we needed
it to capture and create audit trails of
all hold activity. Second, we needed
a solution that would provide a cen-
tralized way to manage legal hold
responses and answer custodian and
data stewards’ questions. Third, it
needed to be intuitive and easy to
use without specialized training. Fi-
nally, it needed to be cost-effective.

I began my search by looking
at automated legal hold solutions
from several leading legal software
providers. While many offered sev-
eral features we needed, an in-depth
analysis of Exterro’s Fusion Legal
Hold revealed it to be the best fit for
Family Dollar’s needs.

Exterro’s Fusion Legal Hold met
all of our requirements, and offered
several additional features that made
our decision an easy one:

* A secure, audited and direct link
between custodians and legal
teams that would allow custo-
dians to ask questions and our
legal teams to answer them from
a central repository;

* Superior integration capabilities,
including the ability to integrate
with our HR system and existing
matter management system; and

¢ Competitive price point.

IMPLEMENTING FUSION
The implementation process went

extremely smoothly. We chose to
keep Fusion Legal Hold behind Ex-
terro’s firewall, allowing us to forego
on-site installation; and implement-
ing the ASP model was a simple,
easy process. Exterro had a solid
implementation plan before rollout,
and we were quickly able to lever-
age its integration capabilities to
incorporate our pre-existing tech-
nology with Fusion. Our transition
was seamless and there was nei-
ther significant interruption in our
day-to-day activities nor any system
compatibility issues. I worked with
our IT department and Exterro’s cli-
ent success and engineering teams
to deploy Fusion Legal Hold and its
features:

e Fusion’s integration points en-
abled us to feed custodian data
to Fusion from our HRIS system
and Oracle e-Business Suite, and
link Fusion’s functionality to
our custodians via Microsoft Ex-
change Server. This eliminated
any need to manually enter cus-
todian information into Fusion;
with approximately 3,500 users
— that’s a major time savings.
Fusion Legal Hold’s notifica-
tion management increased ef-
ficiency by automating and sim-
plifying the process of creating
legal holds, identifying custodi-
ans and data, and issuing legal
hold notifications. Additionally,
automated notifications enable
our IT team to know what data
needs to be retained without the
legal department having to initi-
ate a separate workflow to com-
municate with them.

e Fusion’s unique collaborative
tools enabled us to share the
identities of custodians with our
IT department in real-time. The
collaborative tool we’ve found
to be most useful is what we
call the “ask questions” feature.
Custodians in the field and IT
managers can immediately send
their hold-related questions to
us via Fusion, without having to
either log out of the system or

continued on page 8
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Family Dollar
continued from page 7

pick up the phone to call us. Our
answers flow back to them im-
mediately, and the whole conver-
sation is tracked and tied to the
hold itself for future reference.
Fusion’s audit trails created efficient
defensibility and cut down on the
time spent tracking holds by en-
abling our users to see, at a glance
and in real time, who has and who
has not responded to each hold
notice. We can view event history
for a hold or matter, and export a
timeline if necessary.

Fusion’s hold templates reduced
the time spent on creating new
legal holds by about half, prov-
ing particularly indispensible for
large litigation projects.

Fusion’s release process allows
increased efficiency by enabling
us to release legal holds with
just a couple clicks of a mouse,
freeing our IT department to re-
turn affected data to its regular
retention and destruction cycle
and allowing for timely data dis-
position.

Getting buy-in from our constitu-
ents was fairly easy. I sat with each
attorney and paralegal while they cre-
ated their first legal hold, and overall
it took about two weeks to get every-
one comfortable with the new tech-
nology and associated process. One
of my most difficult-to-please parale-
gals even walked into my office and

said, “I love this thing.” Overall, we
had a very positive response from
the legal team as well as the custodi-
ans and IT team members.

END RESULTS

With Fusion in place, once a trig-
gering event comes to our attention,
a member of the legal team can im-
mediately create a legal hold by
choosing the template appropriate to
matter type and modifying it as nec-
essary, or creating a new hold using
Fusion’s simple three-step wizard.
The hold is then approved and sent
out rapidly via Fusion’s messaging
system, with built-in escalations and
reminder parameters. Fusion tracks
and audits all activities related to that
hold, alerts the legal team when ac-
tion is needed, and allows our custo-
dians to ask questions and our attor-
neys to answer immediately. When
the matter is resolved, the hold is re-
leased with the click of a mouse.

The aspects of the software that we
have been most satisfied with are:

¢ Streamlined process, compli-
ance. Fusion has cut the inefficiency
out of the legal hold process, greatly
improving our customer service and
accessibility. Additionally, by allow-
ing end users to review legal holds as
part of their normal, day-to-day busi-
ness processes, Fusion has embedded
compliance into everyday workflows.

* Reduced costs. By reducing our
reliance on outside counsel and staff
time to create, process and track le-
gal holds, Fusion has helped to re-
duce our legal-hold related costs.

* Gap time reduction. We've re-
duced the lead-time between trigger-
ing events and legal hold issuance.
Fusion’s templated holds and inte-
grations with our HR system allow
us to quickly scope large litigation
projects. Additionally, we can now
quickly target the data to be retained
with clear litigation hold notices that
minimize inefficiencies and reduce
duplication.

* Time savings and efficiency.
We've reduced the time spent per
week on tracking legal hold processes
from about 10 hours to about 30 min-
utes — a time savings of 95%. Since
its implementation in January 2009,
Fusion has saved us significant staff
hours in tracking and administrative
work alone, freeing our legal talent to
focus on their core competencies.

* Defensibility. We now have an
automated method of tracking and
monitoring the legal hold process
that requires little intervention on
the part of the legal team, and shows
exactly what happened with respect
to each hold issued on a custodian-
by-custodian basis.

CONCLUSION

Since its implementation, Fusion
has reduced our legal-hold related
outside counsel expenditures substan-
tially, cut our spoliation and human-
error related risks, and given us the
transparent and fully audited system
we need for a fully defensible legal
hold process.
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IT Is Dead
continued from page 6

a firm has to learn how to price
such work, how to define success
or satisfaction, and how to man-
age progress against the budget.
Few firms are yet good at all three
areas. Technology can play a role
not only in managing matter time
and budget (as above), but also in
providing access to existing firm
resources (templates, precedents,

best practices, experts, etc.) quick-
ly and easily. Matter and practice
financial dashboards can provide
current status and issue informa-
tion. Any effort to create efficien-
cies pay off handsomely, especially
since a recent study within profes-
sional service organizations reflects
that people spend 30% of their time
simply searching for content.
Never before have firms been as
willing to shake up the traditional
focus of IT. While the age is over

for IT departments to simply keep
systems running, the role for IT in
supporting lawyer productivity is
the dawning of a new age for many
firms.
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legal, accounting, financial, investment atvisory or other
professional services, and this publication is not meant to
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